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¢ Banggo Sentral ng .(lel'pmai
NSl MEMORANDUM

OFFICE OF THE DEPUTY GOVERNOR
SUPERVISION AND EXAMINATION SECTOR

CIRCULAR LETTER NO. CL-2006-_009

To :  ALL BANKS AND NON-BANK FINANCIAL INSTITUTIONS
UNDER BSP SUPERVISION

Subject : Anti-Money Laundering Council (AMLC)
Resolution No. 43 dated 17 May 2006

Attached is the Anti-Money Laundering Council (AMLC) Resolution No. 43
dated 17 May 2006 regarding the Advisory Notice dated 10 April 2006 issued by the
Financial Crimes Enforcement Network (FinCEN), United States Department of
Treasury, warning against a potential money laundering threat involving Belarusian
President Alexander Lukashenko, other government senior regime elements and
senior executives in state-owned enterprises, acting individually or through
government agencies and associated front companies, who are purportedly seeking
to move misappropriated Belarusian state assets as well as proceeds from illicit
arms sales to or through the U.S. financial system.

FinCEN also designated Infobank, formerly known as National Bank of
Belarus and conducting business and other activities as PJSC Trustbank, as a
foreign financial institution of primary money laundering concern.

For your guidance.

MA. DOLORES B. YUVIENCO
Sector-in-Charge

_F June 2006
At A/S

PANANALAPING MATATAG, BANSANG PANATAG
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Anti-Money Laundering Council
Bangko Sentral ng Pilipinas Complex
Manila, Philippines

RESOLUTION NO. 43,
Series of 2006.

The Financial Crimes Enforcement Network (FinCEN), United States
Department of Treasury issued an Advisory Notice (copy attached) warning all U. S.
financial institutions against a potential money laundering threat involving Belarusian
President Alexander Lukashenko, other government senior regime elements and
senior executives in state-owned enterprises, acting individually or 'through
government agencies and associated front companies, who are purportedly seeking
to move misappropriated Belarusian state assets as well as proceeds from illicit arms
sales to or through the U. S. financial system. :

- FInCEN also designated Infobénk, formerly known as National Bank of
Belarus and conducting business and other activities as PISC Trustbank, as a foreign
financial institution of primary money laundering concern.

WHEREFORE, the Council resolves, as it hereby resolves, to require the.
Supervising Authorities, namely, the Bangko Sentral ng Pilipinas, the Securities and
Exchange Commission and the Insurance Commission, to disseminate among all
covered institutions under their respective jurisdictions a copy of the said Advisory
Notice, for their information and guidance. ' e

/7 May 2006, Manila, Philippines.

AMANDO M. rﬁknéco, JR. , :

Chairman

{Governor, Bangko Sentral ng Pilipinas)
4. S . - Ceiilome— vt
E B. BARIN EVANGELINE CRISOSTOMO-ESCOBILLO
Member Member

(Chairperson, Securities and Exchange Commission} (Commissioner, Insurance Commission)
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i o Advisory

FIN-2006-G002 - :

Issued: Aprll ]LO 2006 _

Subject:  Guidance to Financial Institutions on the Provision of
Fmanclal Servnces to Belarusian Senior Regime Elements
Engaged in Illmt Activities

. :
‘The Financial Crlmes Enforcemcnt Network is issuing this adv1sory to U.S. financial
institutions so that they rqay !guard agzunst a potential money laundering threat mvoivmg
Belarusian. govemment senior regime elements (including senior executives in state-
owned enterpnses) actmg individually or through government agencies and agsociated
front companies, seekmg to-move misappropriated Belarusian staté assets as well as
proceeds from ﬂIlClt an:ns sales to or through the U.S. financial system.

} '

The U.S. Departmcnt of the Treasury has concerns that President Alexander Lukashenko,
other senior Belarus@n igovernment officials, and senior Belarusian state business
executives, having been epgaged in the abuse and theft of Belarusian public resources as
well as arms sales to states of concern — including state sponsors of terrorism — may now
be seeking to move! 1111¢1t1y acqulred financial assets abroad in advance of the imposition
of international ﬁnanmal danétions on Belarus ~In particular, in response to irregularities
.associated with the fraudulent March 19® Belarusian presidential election and related
human rights abuses e United States and the European Union have declared that
diplomatic and ﬁnancml iSZlI'lCthIlS will be imposed against President Lukashenko and
other Belarusian sehiof reglmc elements, who may attempt to evade the sanctions by
moving the proceeds of corruption, other, misappmpnated state assets, and proceeds
acquired through 1lhclt }farms sales.
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Consistent with theu: ann-money laundering program obligations pursuant to 31 C.F.R.
part 103, financial mstﬂ”utlons are reminded of the requirement to implement appropriate
risk-based policies, prlocedures and processes including conducting customer due
diligence on a rxsk—assessed bas1s to aid in the 1deut1ﬁcat1on of potentially suspicious
transactions. ’ 1 -‘
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Additionally, con51stent|w1th the standard for reporting suspicious activity as provided for
in 31 C.F.R. part 103, 1f a ﬁnanc1a1 institution knows, suspects, or has reason to suspect
that a transaction mvoives funds derived from illegal activity or that a customer has
otherwise engaged in apnvn‘ws indicative of money laundering, terrorist financing, or
other violation of law or regulation, the financial institution should then file a Suspicious

Activity Report. ;|
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Financial 1nst1tut1ons are remmded also of their respons1b111tles regardmg the prov1s1on of
private bankmg servwes tol.non-U.S. persons pursuant to section 312 of the USA
PATRIOT Act,' which requlrcs banks, brokers or dealers in securities, futures
commission merchams and 'mtroducing brokers in commodities, and mutual funds to
establish and mamtam a due diligence prograni for such private banking accounts that is
reasonably demgned to df"tect and report any known.or suspected money laundering or
other suspicious act ivi Y- Im,luded in this requirement is the duty to conduct enhanced
scrutiny of any pnvate bankmg account that is maintained for senior :foreign political
figures, their 1mmed1afc family members, or persons widely and publicly known to be
close associates of such mdmduals in order to detect and report the proceeds of foreign
corruptlon C }[ i !
Dol
Finally, financial 1hst1tut1ous are reminded that, pursuant to sectlou 311 of the USA
PATRIOT Act, the Fmanc;ai Crimes I:nforcemcnt Network has issued a proposed
rulemaking that mcluded a finding that. lnfobank,aone of the 1argest banks in Belarus and
B
of which the Belarusnan govemment is a principal sharebolder, is a foreign financial
institation:of pnmary one)mlaundermg concerniand that would seek to impose a special
measure prohlbxtmg ’opﬂmng or maintaining of correspondent accounts for or on
behalf of Infobank Addmonally, financial institutions are advised that in February 2005
the National:Bank jof: él% named' mtobmxk““Infobank now conducts its business and
other activiti es as f'JiT.' Iﬁfbarﬂe’lﬁrhlch is headquartered in:Minsk, Belarus:

i

This advisory is cdnszistent w1th the Department of the Treasury s efforts to ensure that
U.S. financial mstltutmns aré not used as a conduit for laundering the proceeds of
financial and other- cﬁmes iincluding corruption. We encourage financial institutions
worldwide to take ?mular precaulmns

‘;'Fmancml institutions w1th quesnons about this advisory may cantact the Financial
“Crimes Enforcemeit ]\}etwork at (800) 949-2732.

] e
! See 71 FR 496 (Jan. 4, 2006); 31 US.C. 5318(0).
? See 69 FR 51973 (Ang. 24,2005); 31 US.C. 5318A.




